Government of India e HRAWPR
Ministry of Electronics & Information Technology %\a&gvﬂ SRR CINED lrifi'lgq
Q- R N s Q, PR . B AR [h U], &"-II g Turd il THTOTH TWW
Standardisation, Testing & Quality Certification Dte. ’ S = o o
Electronics Niketan, 6 CGO Complex, EEI I:i?ﬁi Iiﬂ! A Hﬁlf%ﬁﬂ :i:)ma :
Lodhi Road, New Delhi-110003. ‘

Certificate of Approval for Empanelment of SETL
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STQC Approval Body is pleased to inform that below mentioned laboratory has been assessed
satisfactorily to the Approval Criteria for STQC Empanelled Testing Laboratory(Document no. STQC-
SAB-DO1) and ISO/IEC 17025:2017.
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Details of Empanelled SETL are as follows
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Approval.Number STQC-SAB-SETL-07
ST

Name of Approved SETL M/s. Suma Soft Pvt. Ltd.
A TH.5.21.0d. BT

SETL Address Suma Soft | 3rd Floor Westend mall, Office
WEF?_PTQHE?T Udr: Block, Near Parihar Chowk, Aundh, Pune,
Maharashtra 411007

Refer Annexure — I for scope under of this certificate (As attached)
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All the tests listed above can be performed at the Laboratory.
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Certificate validity /EI'HTUTCH%W: 26/12/2025 to /4 25/12/2028

1stSurveillance due date:25/12/2026; 2nd Surveillance due date:25/12/2027
Issue Date/ USRI fdid: 28/04/2026

“Clarification (if any) related to the scope of this SETL may be obtained from STQC Approval Body
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The Validity of this certificate is subjected to continued compliance verification in surveillance audits
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Issued by/ PEAIBIRCE|
Head/ W%, STQC Approval Body/URic 1! 3fHIGA e
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Approval No.
Name of Approval SETL

Annexure -1

:STQC-SAB-SETL-07
: M/s Suma Soft Pvt. Ltd.

S1.
No.

Field of Testing

Test Method / Test Procedure /Ref Standard Spec

Remarks

1

Functional Testing

SSTesting44_API_Functional Testing Approach
(Functional Testing Procedure),
ISO/IEC/IEEE-29119 (1-3):2021/22, ISO/IEC/IEEE-
29119(4):2021 & ISO/IEC 25010:2023

Performance Testing

SSTesting45_API_Performance_ Testing Approach
(Performance Testing Procedure), ISO/IEC/IEEE-29119
(1-3):2021/22, ISO/IEC/IEEE-29119(4):2021 & ISO/IEC
25010:2023

Application Security Testing

A.  Web Application
Security Testing

Mobile
Application
Security Testing

API Security
Testing

SSTesting54_Web-Application_Security_Testing-
Methodology, OWASP TOP10 (Web): 2025

SSTesting55_Mobile-Application_Security_Testing-
Methodology, OWASP TOP 10 (Mobile): 2024, OWASP
MASVS version 2.1.0

SSTesting56_APIs- Security_Testing-Approach, OWASP
TOP 10 (API): 2023,

ISO/IEC/IEEE-29119(1-3):2021/22, ISO/IEC/IEEE-
29119(4):2021 ISO/IEC25010:2023 & ISO/IEC-27033

Vulnerability Analysis
& Penetration Testing

Network VAPT Testing Guide (Network Vulnerability
Assessment and Penetration Testing Approach based on
NIST SP 800-115) Doc No. SS/Testing/35,
ISO/IEC/IEEE-29119 (1-3):2021/22, ISO/IEC/IEEE-
29119(4):2021, CIS Benchmarks, SANS, Vendor
Hardening Checklist, NIST SP 800- 171 and NVD

Interoperability Testing

SSTesting46_APIs-Intreroperability_Testing-Approach
(Interoperability Testing Procedure), ISO/IEC/IEEE-
29119(1-3):2021/22, ISO/IEC/IEEE-29119(4): 2021 &
ISO/IEC25010:2023

Accessibility Testing

Accessibility Testing Approach Doc No. SS/Testing/61,
ISO/IEC/IEEE-29119 (1-3):2021/22, ISO/IEC/IEEE-
29119(4):2021, GIGW-2.0/3.0 & WCAG 2.0/2.1(A &AA)
Web & Mobile.

| Website Testing as per
GIGW

SSTesting58_SUMASOFT_ Website_GIGW_Testing-
Procedure (Website Testing Procedure) (Usability Testing
Procedure) (Portability Testing Procedure) (Backend Audit
Process), ISO/IEC/IEEE-29119 (1-3):2021/22,
ISO/IEC/IEEE-29119(4): 2021 & GIGW 3.0 all 88 points

Remarks:
STQC Empanelled Test Laboratory shall ensure strict compliance with respect to the following:
1. Rule &Procedure of SAB (ref. STQC/SAB/DO01)
2. Agreement with application for certificate of approval submitted to STQC Approval Body.
3. Operations of SETL & Technical oversight (ref. STQC/IT &eGov/D05)
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